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	Code of discipline
	Name of the discipline
	Independent work of the student
	Number of hours per week
	Number of loans
	Independent work of the student with the teacher

	
	
	
	Lecture
	practical.
	 Laboratory
	
	

	KSB3304
	Genetic Databases
	6
	2
	
	2
	4
	7

	Academic course information

	Type of training
	Type / nature of the course
	Type of lecture
	Types of laboratory lessons
	Number of independent work of the student
	Type of final control

	Offline
	theoretical
	Review, analytical
	Creation of a genetic database and ensuring its security
	Not less than 3
	Oral exam on the zoom platform

	Lecturer
	Darkenbayev Dauren
	office hours

	Lessons are on schedule

	e-mail
	dauren.kadyrovich@gmail.com
	
	

	Phone
	+77012591891
	
	

	Academic presentation of the course

	The purpose of the discipline
	Expected learning outcomes (LO)
	Indicators showing the implementation of learning outcomes (for each learning outcome should be at least 2 indicators)

	Course Objectives: Learning to create a genetic database. Learns to work with non-relational databases. Learns to process a variety of large-scale data.
	LO 1 (cognitive) About the work of database, the ability to design and manage system security. Be able to distinguish the types of database used.
	1.1 – Provide security of the data over the object;
1.2 – Understand the fundamental principles of access control models and techniques, authentication and secure system design; 
1.3 – Have a strong understanding of different databases and techniques and be able to use them.


	
	LO 2 (functional) Understanding of data science. Be able to describe the functions of the system.
	2.1 – Apply methods for authentication, access control, intrusion detection and prevention;
2.2 – Indentify and mitigate software security vulnerabilities in existing systems;
2.3 – Do research in the emerging areas of genetic databases.

	
	LO 3 (functional) Ability to manage database security. Ability to protect information and configure the system.
	3.1 – Be able to use IT technology devices to solve problems.
3.2 – Data analysis and processing.

	
	LO 4 (system)   Memory management capability. Ability to master system security requirements.
	4.1– Set a password to protect the database.
4.2 – Ability to control devices.
4.3 – Mastering the requirements for the database.

	
	LO 5 (system)   Introduction to data protection features.
	5.1 – Computer devices and database security.
5.2 – Familiarity with security system utilities. Learn how to ensure network security.

	Prerequisites and postrequisites
	Operating Systems; Database; Computer and Information technology 

	Literature and resources
	References.                                       

                                                                      Main:

1. MongoDB в действий. Банкер Кайл. ДМК пресс, 2017 г.
2. MongoDB Learn in 1 day, Tutorial. 2019.
3. A Course in Number Theory and Cryptography, Neal Koblitz.

4. W. Mao, “Modern Cryptography – Theory and Practice”, Pearson Education.

5. Mohamed Barakat, Christian Eder, TimoHanke,“An Introduction to Cryptography”, September 20, 2018 Peborab Russell, G.T. Gangeni Sr, “Computer Security Basics”, 2 nd ed., Oreilly Publishers, 2006
Additionally:
6. Atul Kahate, ““Cryptography and Network Security”, Second Edition, Tata McGraw HillEducation Pvt. Ltd., New Delhi, 2009

7. William Stallings, “Cryptography and Network Security, fourth edition, Prentice Hall, New Delhi, 2006.



	Academic policy of the course in the field of moral and ethical values of the university
	Training schedule:
1. According to the schedule of the discipline, the time of online course modules must be strictly observed;
2. Academic values:
- practical / laboratory research, CDS independent, creative;
- plagiarism, forged documents, use of sheets, anonymous copying at all stages of control are not allowed;
- Students with disabilities can receive counseling by e-mail dauren.kadyrovich@gmail.com

	Evaluation and certification policy
	Criteria-based assessment: assessment of learning outcomes in relation to descriptors (checking the formation of competence in midterms and exams).

Summative assessment: assessment of classroom activity; evaluation of the completed task.


Calendar (schedule) for the implementation of the content of the training course
	Week / module
	Title of the topic
	LO
	Indicators of learning outcomes (ILO)
	Number of hours
	Max score
	Type of knowledge assessment

	1
	2
	3
	4
	5
	6
	7

	I
	Module

	1
	Lecture (overview): Introduction to MongoDB
	LO 1
	1.1
	2
	
	Faculty of Biology Room 205

	1
	Laboratory lesson: Installing a non-relational database
	LO 1
	1.1


	2
	8
	Faculty of Biology Room 205

	2
	Lecture: Compass graphical client
	LO 1
	1.2


	2
	
	Faculty of Biology Room 205

	2
	Laboratory lesson: Working with the database
	LO 1
	1.2
	2
	8
	Faculty of Biology Room 205

	3
	Lecture: Database device. Documents
	LO 1
	1.1
1.2
	2
	
	Faculty of Biology Room 205

	3
	Laboratory lesson: Database installation and administration
	LO 1
	1.1
1.2
	2
	8
	Faculty of Biology Room 205

	3
	IWST 1. IWS  performance consultation
IWS 1. Genetic data and database
	LO 1
	1.1

1.2

1.3
	
	30
	Faculty of Biology Room 205

	4
	Lecture: Adding data
	LO 1
LO 2


	1.1

1.2

1.3
	2
	
	Faculty of Biology Room 205

	4
	Laboratory lesson. Fetching from the database
	LO 1
LO 2


	1.1

1.2

1.3
	2
	8
	Faculty of Biology Room 205

	5
	Lecture: Grouping commands
	LO 1
LO 2


	1.2

1.3
	2
	
	Faculty of Biology Room 205

	5
	Laboratory lesson: Selection operators
	
	
	2
	8
	Faculty of Biology Room 205

	 5
	IWST 2. IWS  performance consultation

IWS 2. Updating data
	LO 1
LO 2


	1.2

1.3
	
	30
	Faculty of Biology Room 205

	5
	Intermediate Control 1
	
	
	
	100
	


	II
	Module

	6
	Lecture: Data deletion
	LO 2


	2.1
	2
	
	Faculty of Biology Room 205

	6
	Laboratory lesson: Installing links in the database
	LO 2


	2.1
	2
	8
	Faculty of Biology Room 205

	7
	Lecture: Working with indexes
	LO 2

LO 3

LO 4


	2.2
	2
	
	Faculty of Biology Room 205

	7
	Laboratory lesson: Collection management
	LO 3


	2.2

3.1


	2
	8
	Faculty of Biology Room 205

	8
	Lecture: PHP and MongoDB
	LO 3


	3.1

3.2

3.3
	2
	
	Faculty of Biology Room 205

	8
	Laboratory lesson: Connecting to MongoDB
	LO 2

LO 4


	3.1

3.2

3.3
	2
	8
	Faculty of Biology Room 205

	8
	IWST 3. IWS  performance consultation

IWS 3. MongoDB and ASP.NET MVC. Project creation
	LO 3


	2.1

2.2

4.1
	
	30
	Faculty of Biology Room 205

	 9
	Lecture: Adding genetic data
	LO 3

LO 4

LO 5


	3.1

3.2

3.3
	2
	
	Faculty of Biology Room 205

	9
	Laboratory lesson: Selection of documents
	LO 2

LO 3

LO 4


	3.2

4.1

4.2

5.1
	2
	8
	Faculty of Biology Room 205

	10
	Lecture (analytical): Sampling control
	LO 3


	3.1

3.3
	2
	
	Faculty of Biology Room 205

	10
	Laboratory lesson: Conditional Operators
	
	
	2
	8
	Faculty of Biology Room 205

	10
	IWST 4. IWS  performance consultation

IWS 4. Editing and deleting documents
	LO 3

LO 4


	3.1

3.2

3.3


	
	30
	Faculty of Biology Room 205

	10
	Intermediate Control (Midterm)


	
	
	
	100
	

	III
	Module

	11
	Lecture: Updating documents
	LO 4


	4.1

4.2
	2
	
	Faculty of Biology Room 205

	11
	Laboratory lesson: Removal of genetic data
	LO 3

LO 4


	3.1

3.2

3.3
	2
	8
	Faculty of Biology Room 205

	12 
	Lecture (analytical): Working with DBRef
	LO 4


	4.1

4.2
	2
	
	Faculty of Biology Room 205

	12
	Laboratory lesson:. Working with GridFS
	LO 4

LO 5


	4.1

4.2

5.1
	2
	8
	Faculty of Biology Room 205

	12
	IWST 5. IWS  performance consultation

IWS 5. IFindFluent interface and methods
	LO 4

LO 5


	4.1

4.2

5.1

5.2
	
	30
	Faculty of Biology Room 205

	13
	Lecture: Installing the driver and connecting to the database
	LO 5


	5.1

5.2
	2
	
	Faculty of Biology Room 205

	13
	Laboratory lesson: Interacting with the collection. Documents
	LO 3

LO 4


	3.1

3.2

3.3

4.1

4.2
	2
	8
	Faculty of Biology Room 205

	14
	Lecture: Data models
	LO 5
	5.1

5.2

5.3
	2
	
	Faculty of Biology Room 205

	14
	Laboratory lesson: Setting up a model using attributes
	LO 5
	5.1
5.2
	2
	8
	Faculty of Biology Room 205

	15
	Lecture: Saving documents to the database
	LO 5
	5.1

5.2

5.3
	2
	
	Faculty of Biology Room 205

	
	Laboratory lesson: Fetching from the database
	LO 5
	5.1

5.2

5.3
	2
	8
	Faculty of Biology Room 205

	15
	IWST 6. IWS  performance consultation

IWS 6. Filtering data
	LO 5
	5.1

5.2

5.3
	
	30
	Faculty of Biology Room 205

	15
	Intermediate Control 2 

	
	
	
	100
	


Dean of the Faculty                                                                                                       Urmashev B.A.
Chairman of the Methodical Council                                                                            Gusmanova F.R.
Head of the department
                                                                                             Daribayev B.S.
Lecturer                                                                                                                          Darkenbayev D.K.
